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Audit Report — Special Operations Unit

Attached is the final report of the Department of Fish and Game’s
(Department) audit on the Law Enforcement Division’s Special Operations Unit
(SOU) financial management system for the period July 1, 2006 through
December 31, 2007. The audit was conducted under the authority of the Audit
Branch’s (AB) charter that established the AB as the unit responsible for
conducting audits of the operating systems and programs of the Department.
The audit was performed in accordance with the International Standards for the
Professional Practice of Internal Auditing as required by the California
Government Code, Section 1236.

We received the SOU response dated May 2, 2008, and SOU did not
agree with all of our written findings and recommendations. The SOU also
expressed concerns relative to the summary and conclusion of our report. The
SOU response also states there was not a scope limitation to the audit.
However, the auditor did experience a scope limitation during the fieldwork
phase of the audit. For example, one SOU representative strongly implied that
covert site visits would compromise covert officers’ safety. We respected this
SOU representative’s concerns and as a result, we were unable to make an
overall assessment as to the adequacy of fiscal controls over the entire SOU
operation. The SOU'’s detailed response to the draft audit report is included for
reference at Attachment A.

We would like to thank the SOU staff for their time and cooperation.
Should you have any questions, please contact Scott Marengo, or myself, at
(916) 445-3367.

Attachment

cc: N. Foley
T. Warrington
T. Jordan
Audit File
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SUMMARY

The Department of Fish and Game’s (Department) Audits Branch (AB) performed
an audit on the Department’s Special Operations Unit (SOU) financial management
system. The audit was conducted to determine whether internal accounting and
administrative controls over the SOU are adequate to provide management with
reasonable, but not absolute, assurance that assets are safeguarded against loss from
unauthorized use or disposition, and that transactions are executed in accordance with
management’s authorization and recorded properly to permit the preparation of financial
statements in accordance with generally accepted accounting principles. The audit
found the internal control structure over the SOU to be adequate, except for the
following areas:

¢ Inadequate Transfers of Covert Buy Monies (Finding 1);
¢ Inadequate Reconciliation Documentation (Finding 2);
e Unauthorized Savings Accounts (Finding 3); and

e Labor Costs not Tracked on Individual Cases (Finding 4).



FOLLOW-UP ON PRIOR AUDIT FINDINGS

On May 30, 2000, the AB issued audit report number WA-99-13 on the
Department’s SOU. We followed-up on all significant findings in this report to determine
if the prior four findings as listed below had been fully resolved:

e Reconciliation Procedures Could Be Improved;

¢ Need to Improve Accountability over Buy Money Accounts;
e Unauthorized Checking and Savings Accounts; and

e Labor Costs not Tracked on Individual Cases.

As discussed under the Findings and Recommendations Section of this report, the
SOU still needs to obtain the proper approval from the Department of Finance for the
SOU’s covert checking and savings accounts (Finding 3) and track labor costs on
individual cases (Finding 4). The SOU has taken steps in reconciling its internal
financial accounting records to the Department’'s CALSTARS records (The California
State Accounting and Reporting System — CALSTARS — is the official accounting
system for the Department) and has also improved accountability over the SOU buy
money accounts by requiring all SOU wardens to complete a monthly reconciliation of
their buy money accounts. The buy money reconciliations are then reviewed by the
warden’s supervisor and sent to Headquarters.



BACKGROUND

The Department’'s SOU was created in 1985 by legislation authored by Senator
Ed Davis. Senate Bill 499 established the SOU for the Department of Fish and Game.
This initial legislation provided funding for 14 warden positions that were divided into a
north and south state squad. With the exception of one position, most of the funding for
SOU was eliminated due to a $1 million dollar budget cut in 1990. From 1990 to 1998
wardens were redirected from regions to work temporary SOU assignments. Legislative
Members authorized augmentations into the 1998/99 budget for a Poaching Strike
Force of $1.2 million. This added funding established ten positions within SOU. The ten
positions consisted of funding for a Lieutenant Specialist, eight Wardens and one Staff
Services Analyst.

The SOU'’s current 2007/08 budget allotment is $960,295. The covert SOU
operations are funded out of their non-covert budget through periodic Travel Expense
Claim (TEC) transfers in $50,000 increments. The monies are transferred into a covert
checking account. The covert account is then replenished through this TEC process
whenever the covert account balance starts running low. Separate checks are written
out of this account to subsidize the SOU wardens for their SOU operations. Some of
the wardens also have separate checking and savings accounts which they use for “buy
money.” Buy monies are used to fund purchases made during covert operations. Buy
money accounts can either be established through covert checking, savings or cash
accounts. Including the primary covert checking account, there are currently 16
checking and savings accounts used by the SOU wardens.



SCOPE, METHODOLOGY, AND
OBJECTIVES

The AB audited the SOU financial management system for the period July 1, 2006
through December 31, 2007. Our audit was conducted in accordance with the
Governmental Auditing Standards issued by the Comptroller General of the United
States and the International Standards for the Professional Practice of Internal Auditing
issued by the Institute of Internal Auditors.

The objectives of the audit were to provide the Department’s management with
reasonable, but not absolute, assurance that assets are safeguarded against loss from
unauthorized use or disposition, financial transactions are executed in accordance with
state laws and regulations, financial transactions received proper management
approvals and were recorded properly to permit the preparation of financial statements
in accordance with generally accepted accounting principles.

The following procedures were performed during the audit:

Interviewing key personnel within SOU to obtain an understanding of SOU’s
accounting system and to identify key controls within their accounting system;

Identifying areas of high risk and developing audit tests from the results of the
above risk assessment; and

Performing audit testwork of SOU'’s fiscal transactions.

We did not extend our fiscal review to procedures in effect at the covert sites due
to security concerns raised by a representative of SOU. Certain audit tests originally
included in our audit procedures were not performed as a result of this access
restriction. These tests included: security over wardens’ “buy money” cash, checking,
and savings accounts, conducting a physical observation of SOU fixed assets at covert
sites, and verifying the security of confiscated cash.



CONCLUSION

In our opinion, with the exception of the issues disclosed in the Findings and
Recommendations Section of this report, the SOU’s administrative and internal control
structure over its fiscal controls at the Department’s Headquarters location in effect at
December 31, 2007, was sufficient to meet the objectives stated above insofar as those
objectives pertain to the prevention or detection of errors or irregularities in amounts
that would be material in relation to the SOU’s financial management system
transactions. However, due to our access limitation relative to the SOU covert sites, we
were unable to make an overall assessment as to the adequacy of fiscal controls over
the entire SOU operation.

Brian A. Kwake, Chief
Audits Branch

February 8, 2008
(Last Day of Fieldwork)

Audit Staff: Scott Marengo
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FINDING 1

INADEQUATE TRANSFERS OF COVERT BUY
MONIES

We performed substantive testing of the fiscal controls in-place
over the SOU buy-money accounts. As a result of the testing, the
following internal control deficiencies in the transfer of covert SOU
“buy-money” accounts were disclosed.

e The SOU cannot account for a $1,000 cash transfer between
two SOU wardens. Based on a review of the warden’s
monthly cash reconciliations, the $1,000 cash was
transferred out of one warden’s checking account and was
supposed to be deposited to another warden’s account. We
did not locate evidential supporting documentation to confirm
the cash transfer was received by the other SOU warden.

e There is no accountability over SOU “buy money” cash
transferred from the covert checking account to other
regions for non-SOU investigations. We were advised by
SOU staff the regions are not required to provide SOU any
further documentation after they receive this cash.

The State Administrative Manual (SAM) Section 8021 states, “A
separate series of transfer receipts will be used to localize
accountability for cash or negotiable instruments to a specific
employee from the time of its receipt to its deposit.” SAM Section
8021 further states, “A receipt will be signed by the receiving
employee whenever cash or checks not payable to the State
agency are transferred between employees.”

Additionally, a section of the SOU policies and procedures titled
“Accounting of Funds” states that “Each warden shall maintain
accountability over funds received and disbursed for SOU
operations”

RECOMMENDATION

The SOU should adequately document the transfers of SOU buy
moneys between SOU wardens and also require that regions
receiving SOU “buy moneys”, for non-SOU investigations, complete
monthly reconciliations to account for these cash
transfers. These monthly reconciliations should be submitted to the
SOU Lieutenant to ensure the transfers are adequately

-7-



SOU Response:

AB Comments:

FINDING 2

documented, authorized, and are reflected in the Department’s
accounting records, CALSTARS.

SOU did not agree to the first bullet of this finding. The SOU
response to the first bullet of this audit finding states that a cash
transfer form was completed for $4,000 but clearly identified a
$3,000 transfer made for a covert project and an additional $1,000
made to the warden. The response continues that this was how
the information was entered into the SOU accounting software.

The SOU response to the second bullet in this audit finding states in
part, “We agree with the recommendation money sent to districts
should have a monthly reconciliation sent to SOU. This has
already been implemented.”

The SOU response to the first bullet in this audit finding is
erroneous. On the document in question, there is only a $4,000
total amount listed without any notations relative to the $1,000. We
discussed this issue at the exit conference on February 29, 2008.
The SOU was to provide the auditor documentation further
identifying the $1,000 not yet fully accounted for. No such
documentation supporting this variance was provided as part of the
SOU response dated May 2, 2008. We continue to recommend
that the SOU ensure that they have adequate documentation to
support all transfers of covert buy monies.

We concur with the SOU response to the second bullet of this audit
finding and commend SOU'’s implementation of the audit
recommendation.

INADEQUATE RECONCILIATION
DOCUMENTATION

The primary SOU covert checking account reconciliation was not
signed or dated by either the preparer or reviewer.

A section of the SOU policies and procedures titled “Accounting of
Funds” states that “Reconciliations should be signed and dated
when submitted with monthly paperwork.” Additionally, California
Government Code (CGC) Section 13403 identifies one of the
elements of a satisfactory system of internal accounting

and administrative controls include an effective system of internal
review.

-8-



SOU Response:

AB Comments:

FINDING 3

Unless the account reconciliations are signed and dated, there is
no evidence to identify who completed the reconciliations or if the
reconciliations were reviewed and approved by the proper level of
management.

RECOMMENDATION

The AB recommends that both the preparer and reviewer sign and
date the monthly reconciliation prepared for the primary SOU covert
checking account.

The SOU response states in part, “We work so closely with this
account that we never considered requiring monthly signatures like
we do with the field accounts. It seemed logical when brought up
by the auditor, and we have started requiring signatures on the
monthly account reconciliation of this account also”

The AB concurs with this response.

UNAUTHORIZED CHECKING AND SAVINGS
ACCOUNTS

The SOU did not receive prior approval from the Department of
Finance (DOF) before establishing 16 covert checking and savings
accounts.

SAM Section 8002 requires approval of bank or savings and loan
association accounts that are maintained outside of the centralized
State Treasury System. Requests for approval should be sent to
the DOF, Fiscal Systems and Consulting Unit. Lack of proper
approvals in establishing separate bank accounts could lead to the
potential loss or misuse of State funds.

RECOMMENDATION

The AB recommends that the SOU contact the DOF, Fiscal
Systems and Consulting Unit to obtain the required approval for
these 16 unauthorized checking and savings accounts.



SOU Response:

AB Comments:

FINDING 4

The SOU response states in part, “In July of 2001, the Department
of Finance gave the Department of Fish and Game an exemption
from SAM Section 8002 requirement to obtain Department of
Finance (DOF) approval for its outside bank accounts used for
confidential purposes.” The SOU also indicated in their response
that they received a blanket approval from DOF back in 2000 for
their covert checking and savings accounts.

The SOU neither provided the auditor a copy of any such letters
during the fieldwork phase nor included a copy of the authorization
letter with its written response. Accordingly, we recommend that
the SOU obtain a duplicate copy of this authorization letter from the
Department of Finance. This authorization letter should be kept
with SOU accounting records to provide evidential supporting
documentation of DOF approval of the covert bank accounts. If no
such letter can be obtained from DOF, we recommend that the
SOU resubmit their paperwork and request a new exemption.

LABOR COSTS NOT TRACKED ON
INDIVIDUAL CASES

The SOU does not track their labor costs relative to individual
cases.

CGC Section 13403 identifies one of the elements of a satisfactory
system of internal accounting and administrative controls include a
system of authorization and recordkeeping procedures adequate to
provide effective accounting control over assets, liabilities,
revenues and expenditures. Lack of adequate tracking over labor
costs prevents the SOU from having immediate access in tracking
the costs of individual cases.

RECOMMENDATION

The AB recommends the SOU establish an internal process which
tracks labor hours to individual cases. This could be a
supplemental monthly timesheet identifying labor hours and costs
charged to individual cases. A spreadsheet could be used to track
total labor hours and costs for individual cases and summarized by
sub-totals by month and accumulated totals.

-10-



SOU Response:

AB Comments:

The SOU response indicated that it would be too time consuming to
maintain such a breakdown for individual cases. The SOU
response noted that wardens rely on logs to reconstruct time
incurred on various investigations and that this information can be
readily converted to pull out estimated costs and time spent on
individual investigations. The SOU stated that they keep “sufficient
records to allow us to make a good estimate of investigative costs
without adding more administrative burdens on our field staff to
maintain a second time accounting document for individual cases.”
The SOU response further states, “I do not feel it is reasonable to
require the SOU wardens to keep a second time sheet or
spreadsheet on time spent on individual investigations. The rest of
DFG is not required to maintain records on how much time they
spend on individual assignments or cases.”

As detailed in a recent Director's memo dated March 24, 2008, the
Department is moving to project level accounting. Project level
accounting will provide a mechanism to identify detailed cost data
by specific projects. In-addition, we continue to believe that it is in
the SOU’s best interest to track costs on individual cases to ensure
that they can support their operations if called upon by the State
legislature, to support restitution claims of investigative costs when
legal action is undertaken, and as a management tool to identify
whether their resources are allocated appropriately. We further
recommend SOU contact the Department’s Accounting Services
Branch to coordinate implementing a project level tracking system.

-11-
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State af Calilorria

Memorandum

T

Subject :

= Mr. Brign Kwake, Chief pate:  May 2, 2008

Audits Branch

Mancy Foley, Deputy Diractor )
Law Enforcemant Divislon 2

: Dmpartmet of Fob ard Game

Response o Special Operaticns Unid Audit Repart Agrnil 2008

Summary;

In comveraation with the auditons during this process it appeared everyhing was in general
good arder. We always appreciate an audit to spetlight areas of improvemeant, and good
practices baing adhered to, for the protection of the Department and the S0U. \We feel
the awerall evalustion as expressed 1o us was positve in nature but the written report was
conflicting and nod a frue reflection of the practices of the: Linil and the access provided o
the audidor. 'We look forsard 1o the apportunity fo work together fo provids an accurals
accounting of this audit. Please contact Chief Nancy Foley with any additional guestions.

Rebuttal:
Law Enforcemeant Division (LED) representatives Assistant Chie
Captain Administratve Dficer met
with f the Audis Branch in preparation of the Special Operatians Unit
(80U} audit. During the mesting, grownd rules were discussed to provide security and
confidentialty to information turned over to % part of the audit. Itwas
agreed [P -+ make requests for infarmation through
would then bring the request to the Assistant Chief for approval. In certain instances,
names of individuals or localions were redactad on the document for safety ar
confidenfiafly concerns. It was made very clear o D intended to fully
cooperata with the audit,. The process was outined so eduesghed

informaticn and the request was denied for security reasons, the denial could be appealed
to Chief and than Acting Duector agre=d
with this process, and started the audil withou? any restinchbons.

Comments on the Draft Audit Report Memorandum
Tirne frama for the audit coweresd July 01, 2007 throwgh December 31, 2007
Page 1 Summary

The last sentence in the section siates “the awdit found the internal control strecture awer
the SOU to be adeguate, except far the following areas:
- Inadequate iransfers of Covart Buy Monies
= Inadequate Reconciliation Documentatan
Unauthorizad Savings Actounis
Labor Cosis nod Tracked on Individual Cages”



dr. Brian Hwake
May 2. 2008

Page Twao

We belieye these bulleted items are oo broad. The Auditor has placed emphasis on
minor issues ae ovarshadowing the success of the SOU in properly managing their funds
as evidenced by the audit but not the repart

Page 2 Follow Up On Prior Audit Findings

Two issuss remain from the 2000 80U audit. First is the issue of 30U needing proper
approval fram the Department of Finance for S0U cover checking and savings accounts.
Blanket approval for the accounts was received from tha Department of Finanes in 2000
D fo other extenuating circumsiances, we were unable o provide that latter as part of
the audit. Showing this iem aa atill pending is acceptable at this point, bul § has besn
addressed

Bacond i the issue of fracking labor costa on individual cases. It was explained (ol
thal our time accounting system does nal allow for the splitting of time into such
detailed breakdowns, He sugpgested we keap a second sed of tme repons detading hours
worked on each case. Assistanl Ehief*el R o ihat members of
501 mainiain a log book that could be used io track howrs spent on any nvestgabon.

It it was important 1o be able to mmediately identify howrs spaent on
individual investigationa. Thera is disagraement as to whether we need immediate access
iz such information. The Degarment or outside entity such as the Legisiature sould ask
for hours spent on an investigation. That information could provide a good approximation
of houre spent on anmy investigation by having 50U wardens go theough heir log books
and pull out hours spent on that investigation. We believe that requiring SOU wardens o
maintain 3 separate lime report or spreadshest for individuad investigation (s not needed,
and should not in sy way be reflectad in a negative fashion as part of this audit, The
Audit Branch did not ask for accounting of hours an anmy given case, or we would have
provided the information. Each warden tracks time spent in thewr log book, As nesded,
wiz can provide hours spent on any investigation conducied by SOU. Wa do not see any
pressing need to create a new time accounting practice for SOU that i different than
ather DFG employess. We aspecially do not see tha poant in making this a negative
finding in this audit.

Page 4 Scope, Methodology and Objectives
Time frarme for the audid covered July 01, 2007 through December 31, 2007

The last parageaph on this page reads,

e did ned extend our fiscal review 1o procedures in effect at the covert sites due 1o
sacurity concams raised by a representative of SOU. Cerfain audis tests onginally
included in cur audit procedures were not perfomed as a result of this access restrction.
These tests include: sacurity auer wardens “buy maoney” cash, checking, and shangs
accounts, conducting a physical cbservation af S0U fiked asses at covert sites, and
varifying the secunty of confiscated cash.”



BAr. Brian Kwake
May 2, 2008
Paga Thraa

This statement is difficult to understand since the manager over the SOLU newver eéxcluded
anything from this awdit. The ground rules were outlined in the first part of this document
and at tha first meeting. Staff cooperated fully by providing the auditor with requested
information. The only excepton was the Depardrment of Finance Letter on Approval of
Accounte.

The auditor had several discussions about the possibiliby of needing bo viss ol Sigh
locations, |n the end, he never asked for acoess, 0 It was not an issue. It is improper (o
make the above staierment when Bocass was never densed. In the 2000 audd, access
was denied far security reasons. We are hoping this statement wae an oversight by the
auditor, because it is ned an sccurate reflecton of the 2008 audil

Several of the ssues mentioned in this same statement do nol accurately reflect 50U
business. |f the auditor had gone to off sight locations, it wioulkd not have givess him
gooess to “buy maney” (cash), checking, and savings accounis. We explainad that none
of those are maintained af off sight kacations but by individuals i the Unil. This
information could be maintained m fheir laptap and the funds on their person or inan
account The auditor was provided with accownting records for all of the accounts. Again,
cooperation was our goal and if the auditer fait he needed mora information, he should
have asked rather than stating we denied him access. We did everything in our power to
fully coopearate with this awdit and statements like this in the audit make any third party
viewing fael as though SOU was trying to hide something. The SOU's goal is to track
every cent and to be accountable to the Department for its funds

Page 5 Conclusion

The statement “in our opinion, with the exception of the isswes dischsed in the Findings
and Recommendations Section of this report, the SOU figcal controls at the Departmant
headquarters. location appear adequate. However, dus to our access limdation relative to
the SO0 eoven sites, we are unable to make an overall agaesement as the adequacy of
fizcal controls over the entee 30U operation.”

Thia same E_udi‘l:nr.* conducted the S0OU audit m 2000 While conduchng
that audi, he asked for full access 1o off sight locaticns operated by S0U. He was denied
access to those locatians, but was provided any documentation requested. In 2000,
Assistant Chi was the OFG manager who denled the auditor accass when no
compelling reason was given by the suditor. DFG managers falt the auditor was gwven full
acoess fo all accounting records, and should have been able to proviss an evaluation of
the 50U accounting practices without accass to confidential locations.  This issue was
made a cenral poant in the audi, and distracted Trom the real (ssue of how SOU tracks
and accounts for funds.

was provided wilh working space, and staff made themselves available
whenever he was al our offica. Tha LED did not limit his access to any part of the S0U's
business, The auditor nevar asked for access 1o SOU covert sites during the 2008 awdit,
8o the statement that “due to our access limitation relative o SOU covert sites, we arg



bAr. Brian Kwake
May 2, 2008
Page Four

unahle to maks an overall agsessmant as 1o the adequacy of figcal control over the entine
operation” & again, possibly an owersghl

Findings and Recommendations

Page T Finding 1-Imadequate Transfers of Covert buy Monies

First Bullet

“The $0U cannot aceount for a 51,000 cash transfer between two SOU wardens."
The warden did account far the $1000 cash transfer on an undercover fransaction form,
He showed this transfer of $1000 with a 33000 transfer from SERCn the same
undercover transaction farm, | teed to explain this to the auditar, bul he seemed stuck on
the issue of there not being a sepanale undercover ransaciion form for the 31000, The
51000 transfor was caplured by the DFG SOU accounting software, and we were waiting
for the officer's monthly account reconciation to be submitted. This ransaclion was
cleared up even before the audibor comphed e audit

The fact that our warden put two transactions on one form should not be viewed as a
deficiency, especially if we have captured the transaclion in our acoounting systam and
are waiting for a reconcilisbon to cateh up to the transaction. This is an example of the
auditor not understanding our accounting practices and checks and balances in place
Ideally, our warden would have separated the two transactions showing 53000 from

n ane Toom, and 51000 transfier on a separate form. But the fact is he did repan
all 54000 on one form which was submitted to staff at Headquaress whesa it wae input
into our accounting software. This money or fransaction was accounbed for by use af an
undercover fransaction from, and it was keyad inta the DFG 50U accounting software. |
da nal underatand how the staterment “The 50U cannot account for a 51000 eash transfer
between tes wardens® could b2 made when 30U deady accountad for the monay
frangfer

Second Bullet

“There iz no accountability ever 50U “buy money”{cazh) transferred from the
covert checking aceount to other regions for non-30U investigations. We were
advised by SOU staff the regions are not required to provide 50U any further
documentation after thay receive this cash”

There is accountability for cash sent to our enforcement disticts. When a cash transfer is
made 1o a district for an investigation, an undercover transaction form is complated for the
transfer, That form is kept with 30U accounting paperwork and is shown an the maonthly
reconciliation foem Tar the warden who made the transfer. We know exactly how much
money was transferred, and by whom. Making a statement that thare is no accountability
leaves an impression thal money is given out to districts without any documentation of the
transaction. This s not nee.

The tssue brought to the audilor was we did not require the districls 1o send in 3 monthly



BAr. Brian Kwake
May 2, 2008
Page Fiva

reconciliation on the money transfarmad to the district. The amaunt of maney involved s
predominately less than 5500, The distrncts maintains control and accounting for the

translerred maoney,

AC ffered to make a change to start getting manthly reconciliations from the
one district currently having money fransferred from S0OU. From that discussion, cama this
idea that there is no accountability for the money transferred 1o the disticts. There is
accountability, But there were no monthly reconciiations on this money being reported to
SO0, We offered to hawve the auditor contact the district 1o see how they track the
transferred maney. | do not belisve he ever contacted the district. Instead, | e the
statement in the audit that there is no accountability for the transferrad funds.

The State Administrative Manual (SAM) Section 8021 “A recelpt will be signed by
the receiving employee whensver cash or checks not payable to the State are

transferred between employees.”

The S0U developed the undarcover transaction form st for this purpese. The form
documents just such a trangfer, and | believe it, along with internal memes used 1o
commumnicale transactions, fulfils the obligation. This undercaver ransaction form is the
basis for fracking transactions betwesn our DFG S0U wardens. All fransaclicns betwesn
employees are documented wilh these farms, and monthly reconciliations are done on
each account. If these farms are not adequate to cover SAM Section B021 please |et us
Koo

Recommendation

We agree with the recommendation money sent 1o districls should have a monthly
reconciliation sent lo 30U. This haa already bean implemanted. The reconciliation will nol
pe aent to the SOU Lieutenand, but will be sent direcily to headguarters for reneew and
signature, The anly part of the recommeandation that cannot be implemented was that
these funds be “reflecied in the Department's accounting recards, CALSTARS. Thasa
funds are accounted for in the 30U accounting softwarne since (hey @ coven funds rot in
the CASTARS system

Finding 2 Inadequate Reconciliation Documentation

After the 2000 audit, the SO pul a palicy in péace thit required maonthly reconciliation of
all accounts, We have actively maintained monthly reconciliations for all covert field
accounts. The reconciliations ane signed by the olficer and by the Lisutenant before being
submitted 1o Headguarters each menth. The main S0OU covart account is alss recondilad
at the end of each manth, and is reviewsd by me, We work so closely with this account
tat we never considerad reguining monthly signatures like we do with the field accounts
It seemed logical when browght up by the awsditor, and we have slafed requinng
signiatures om the monthly account reconckation of this acoount also.



iir. Brian Kwake
Mgy 2. 2008
Page Six

Finding 3 Unauthorized Checking and Savings Accounts

In July of 2001, the Department of Finance gave the Depanment of Fish and (Game an
examption from SAM Section BOOZ requirsment to obtain Department of Finance agproval
for its outside bank accounis used for confidential purposes.

Finding 4 Labor Costs Not Tracked on Individual Cazes

Vihile it might be a nice to have immediate acoess lo costs associated with individual
investigations, the DFG time accounting systam i not set up to capiure information in that
much detail. All of the SOU wardens complete a log book describing all work done on all
invastigations. These log books are available to SOU supervisars and managers for
review a8 necessary. If | need costs associated with any SOU investigation, | have all
S0U staff go through these kog books and pull out costs and fime sgent on the
investigation. We can and have put documents togather outlining fotal costs associated
with individual investigations. So, currently we keep information needed to calculate the
cost of all imvestigations, but do not fotal these costs unless we have a nead.

| do not feed it is reasonable o requers the SOU wardens fo keep a second time shest or
spreadshest on fime spent on individual investigationa. The rest of DFG is not required fo
maintain recards on how much ime they spend on individual assignments or cases. This
appears to be a recammendation of something that would be nice to have in piace, out |
do net feel it serves a significant purpose at this fime, We rarely get requests for me and
costs associated with an investigation. If in a rare case, a reques! does coma our way, the
S0U keeps sufficient records 1o allow us to make a good estimate of investigatve cosie
without adding more administrative burdens on our field staff 1o maintain a second time
acoounting documeant for individual cases.,

oo M. Jahn MeCamman, Chisf Deputy Dirsctor
Mz, Terry Jordan, Deputy Diractor



